Annex 4

Specification for the Facial Recognition System



	[Note:
	This sample specification for Facial Recognition System serves as a reference for project offices to draft technical requirements. Project offices might refine this sample specification to suit their specific circumstances, site situations and needs of the respective contracts, such as the remoteness of the Working Areas, long-stretch construction sites, etc. This sample specification will be regularly reviewed and updated when necessary.] 
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General

1. The Contractor shall provide and maintain a Facial Recognition System as the additional attendance recording system during the continuance of the works.  The Facial Recognition System shall record and verify the information of all the Contractor’s staff and persons entering and leaving the Working Areas.  Such system shall be robust, accurate, reliable, well proven, and capable of operating the challenging outdoor and semi-outdoor conditions of construction site.  

2. The current Construction Workers Registration System (“CWRS”) development and operated by the Construction Industry Council (CIC) for recording attendance of registered construction workers shall not be affected.

3. The Facial Recognition System shall be fully accessible by the Contractor via a web-browser under different operating systems including but not limited to Windows, macOS, iOS, Android, etc. by a desktop computer, laptop computer, tablet or smartphone with secured internet connection (HTTPS) without physical or geographical limitation.  No other software or licenses shall be necessary to access the Facial Recognition System.

4. The Facial Recognition System including the number of terminals shall meet the requirements as stated in the Scope, unless otherwise accepted by the Project Manager.

5. The Contractor shall provide sufficient staff to man the operation of the Facial Recognition System.

6. The Facial Recognition System, once commissioned, shall be in operation at all times and shall be replaced in the first instance in the event of breakdowns, repairs, or regular maintenance.  The Contractor may, subject to the acceptance of the Project Manager, dismantle and remove the Facial Recognition System installed in Working Areas two months after the issuance of the Defects Certificate under [NEC Clause 44.3][footnoteRef:1].  The Facial Recognition System shall be removed from the Working Areas and shall become the Contractor’s property. [1:  Please insert the equivalent clause(s) in the respective contract.] 


7. The Contractor shall compile daily records of all site personnel working within the Working Areas (including their entering and leaving the Working Areas) from the Facial Recognition System.  The Contractor submits full attendance records extracted from the Facial Recognition System in its interim / final payment applications for the people cost concerned.  Prior to the operation of the Facial Recognition System or in case of exceptional circumstances (e.g. system breakdowns resulting in the Contractor’s failure to extract attendance records from the Facial Recognition System for interim / final payment applications) or subject to the acceptance of the Project Manager, the Site Agent of the Contractor (or the Contractor’s authorized signatory) shall submit other available records to prove the attendance of the site personnel concerned and sign such records and declare that such attendance records are true, accurate, and complete.    


System objectives

8. The primary objective of implementing an automated attendance logging through the Facial Recognition System is to automatically record check-in and check-out times of all people working within the Working Areas, as far as practicable.  

9. All people working within the Working Areas are required to register their facial images with the Facial Recognition System for accessing the Working Areas.  They are also required to scan their faces for taking attendance when entering and leaving the Working Areas (or reporting on and off duty).  Such system shall be so designed to prevent fraudulent timekeeping by ensuring the physical presence of the Contractor’s staff and persons working within the Working Areas.

10. The Contractor shall provide and maintain all necessary materials and services for the implementation of the Facial Recognition System throughout the contract, including but not limited to telecommunication network, power supply, computer hardware / software, data storage facilities, automation / remote sensing devices, operation system, accessories and corresponding services and license.  The proposed Facial Recognition System shall not infringe any copyrights.

11. The operation and collection of all data of the Facial Recognition System and all its components shall comply with the Personal Data (Privacy) Ordinance (Cap. 486), including the data protection principles set out in Schedule 1 therein. 


Functional requirements

12. The user functional requirements include but are not limited to:

(i) User enrollment: The system shall allow for rapid enrollment of new site staff and persons by capturing facial data from a live photo or a pre-existing ID photo.  The process shall take less than 30 seconds per person.

(ii) Fast and contactless verification: The verification (check-in and check-out) process must be contactless and typically completed in less than 2 seconds per person.  It shall accurately record the time of all relevant people entering and leaving the Working Areas.

(iii) Anti-spoofing: The system shall include liveness detection to prevent spoofing using photographs, videos, or masks.

(iv) Offline operation: The terminal shall continue to record attendance even when the network connection is lost, and shall synchronize the data collected during the network breakdown to the cloud once the connection is restored. 

(v) Data export: The system shall be able to generate and export daily, weekly, and monthly attendance reports in standard formats (e.g. Excel, PDF).

(vi) Access control integration (optional): The system shall have the capability to integrate with electronic door locks to control access to specific zones


Technical requirements

A. Hardware specifications

13. The Facial Recognition terminal shall be at least equipped with the following:

(i) Display: Minimum 8-inch touchscreen IPS display, readable in direct sunlight.

(ii) Camera: High-definition wide-angle camera with infrared (IR) capability for low-light and night-shift operation.

(iii) Processor: Sufficiently powerful for fast AI-based facial recognition.

(iv) Durability: IP65 or higher rated for dust and water resistance. Ruggedized casing to withstand minor impacts and vibrations.

(v) Operating Temperature: Must function reliably in the local climate range (e.g., -10°C to 50°C).

(vi) Power: Support for ordinary power supply in Hong Kong.

(vii) Connectivity: dual-band Wi-Fi and Gigabit Ethernet for network flexibility.

(viii) Mounting: Includes a sturdy stand or wall-mounting bracket for fixed installation at entry / exit points of the Working Areas.


B. Software specifications

14. The Facial Recognition software shall meet the following requirements:

(i) Recognition algorithm

· Accuracy: Minimum 99% recognition rate under normal conditions.

· False Acceptance Rate (FAR): < 0.001%

· False Rejection Rate (FRR): < 1%

(ii) Backend management software

· Dashboard: Web-based cloud dashboard accessible from any browser for system administration.

· User management: Ability to add, delete, and manage users; organize them by company (e.g. the Contractor’s / Subcontractors’ staff and persons).

· Report generation: Customizable reporting attendance, overtime, and absence.

· Real-time alerts: Capability to send alerts for unauthorized access attempts.

(iii) Data security and privacy

· Facial data must be stored as an encrypted template, not as a storable image.

· All data transmission between terminal and cloud must be encrypted (SSL/TLS).

· The Facial Recognition System shall comply with Personal Data (Privacy) Ordinance (Cap. 486).  

· The Facial Recognition System shall contain sufficient encrypted information for identification of the persons working within the Working Areas at the time of entering and leaving the Working Areas.  The Facial Recognition System shall be a secured system and be so designed to prevent any falsification of people’s attendance records (e.g. unauthorized alteration of facial image of individual workers).

Deployment and environmental considerations

15. The Contractor and its specialist Subcontractor shall consider and comply with the following requirements:

(i) Location: Terminals shall be installed at proper locations such as entry and exit points of the Working Areas.  The number of terminals and exact locations of the terminals shall be agreed by the Project Manager.  For construction works with various discrete workfronts and installation of fixed terminals are unfeasible, the Contractor shall provide sufficient number of portable pocket personal computer or equivalent as the mobile terminal, which can be synchronized with the master system data bank and is capable of recording, verifying and updating information of all relevant people working within the Working Areas.  The Contractor proposes and submits the number of mobile terminal to the Project Manager for acceptance.

(ii) Shelter: Terminals shall be installed under protective shelters or canopies to minimize direct exposure to rain and extreme sunlight, and shall be capable of withstanding dust and high humidity in Hong Kong.

(iii) Network: The Site provides a stable Wi-Fi network for connection by the Facial Recognition System.  Otherwise, the Facial Recognition System shall be connected with 5G or equivalent mobile network for normal operation. 

(iv) Power: Uninterruptable power supply units shall be provided at each terminal location to ensure operation during temporary power outages.


Support and maintenance

16. The specialist Subcontractor shall provide a minimum 12-month warranty on all hardware and software, and provide remote technical support during site working hours from Monday to Saturday.

17. The Facial Recognition System shall be regularly updated for security and feature enhancements as considered necessary and requested by the Project Manager.  Such necessary update and feature enhancements shall not constitute a compensation event under [NEC Clause 60][footnoteRef:2], and the cost incurred shall be included in the tendered total of the Prices. [2:  Please insert the equivalent clause(s) in the respective contract.] 



Procurement of the Facial Recognition System

18. Unless the Contractor has already developed its well operated Facial Recognition System (which shall still comply with all requirements stipulated in this Scope) and could readily adopt such developed system in the Working Areas of this contract, the Contractor engages a specialist Subcontractor to prepare the tailor-made design, deliver, manage, operate and maintain the Facial Recognition System in accordance with the requirements set out in this Scope to the satisfaction of the Project Manager.  The Contractor shall follow the subcontractor tendering procedures for the selection of the specialist Subcontractor in accordance with [Clause VI:2 of the additional conditions of contract][footnoteRef:3].  The cost of the Facial Recognition System is Defined Cost and shall be open market or competitively tendered prices in accordance with [NEC Clause 52.1][footnoteRef:4].   [3:  Please insert the equivalent clause(s) in the respective contract.]  [4:  Please insert the equivalent clause(s) in the respective contract.] 



19. The Contractor shall within 7 days from the starting date submit to the Project Manager the details of the Facial Recognition System and the name and details of the specialist Subcontractor for the acceptance by the Project Manager.  The Facial Recognition System shall be launched and be put in operation within 1 month from the starting date until the issuance of the Defects Certificate stating that there are no outstanding Defects.  

20. If so requested by the Project Manager, the Contractor shall schedule a demo of the proposed Facial Recognition System and mobile attendance system equipment with face recognition (mobile terminal).  Such request and subsequent demonstration shall not constitute a compensation event under [NEC Clause 60][footnoteRef:5], and the cost incurred in the demonstration shall be included in the tendered total of the Prices. [5:  Please insert the equivalent clause(s) in the respective contract.] 
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